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Tribute to Design Theorists and some Background of the Talk

• 25 years ago, C. J. Colbourn, J. H. Dinitz and D.R. Stinson, published their seminal survey on 
applications of combinatorial designs to communications, cryptography, and networking 
[Surveys in Combinatorics, 1999. London Mathematical Society Lecture Note Series. Cambridge University 
Press; pages 37-100]

• 17 years ago, I presented my PHD 
proposal based on their work

• 15 years ago, I presented links 
between designs and 
telecommunications in PYTHAG4

• I still consider their work, one of 
the most influential which shaped 
me as a scientist and all 
researchers I was privileged to 
mentor  – thank you ☺



Outline of the Talk

1. Critical Software / Cyber-physical Systems

2. Natural Hazards / Disasters

3. Conclusion & Future Outlook



Introduction



(based on Biggs et al., 2015)

Analysis, Modelling & Simulation of Complex Systems
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Tipping-Point

Network 
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Patterns appear in Every Instance of a Complex System 

• Cyber-physical Systems (Systems Under Test / Attack Paths)
• Software/System Failures

• Security Vulnerabilities  

• Hardware Trojans 

• Disaster Management (Natural / Technological Hazards)
• Compound and Cascading Effects of Hazards 



Motivation for Combinatorial Designs in Complex Systems 

• Economic Impact: Software testing may consume 
up to half of the overall software development cost 
(“system of systems view”)
• Combinatorial explosion: Exhaustive search of input space  

increases time needed exponentially

• Added level of complexity for system testing and climate science 
(modelling real-world environments and vulnerabilities)

• How can we estimate the residual risk that remains 
after testing?  How can we guarantee aspects of test 
quality (e.g. test coverage, locating faults)?

• In this Talk: Formulate testing, reasoning and 
resilience problems as combinatorial problems  and 
then use efficient methods to tackle them



Advancing Testing & Security 
of Critical Software
Combinatorics beyond Experimental Design



Example: A Large System for Testing



Example of a Mathematical Structure used in Testing



How is this Knowledge Useful?



Empirical Evidence: Fault Coverage vs. Interactions



Combinatorial Testing (CT)



Virtual Driving Function Testing Problem



Virtual Driving Scenarios for testing the AEB function



Inspection of Individual Crash Scenario
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Why Rigorous Security Testing of Software and Systems?



The Problem of Malicious Hardware Logic Detection



Combinational Trojans



Trojan Design the Latest Years



Exciting (Triggering) Hardware Trojan Horses



The Problem of Generating a Test Set



Complexity Classification of Problems of CAs



How to Construct CAs: Greedy, Neural, Learning and Quantum 
Computing Algorithms



How to Construct CAs: Algebraic and SAT Methods



How to Construct CAs: CPHF to CAs



How to Classify (partially) CAs: Balanced Covering Arrays



Optimized Test Sets for CAs for Trojan Detection



Case Study for Exciting Hardware Trojan Horses



Test Results for Detecting Hardware Trojan Horses



Combinatorial Security Testing (CST)
vulnerabilities found via interaction patterns

Proven-method: Rigorous testing for security

• Complex web applications:
• XSS, SQL-i vulnerabilities

• Next generation protocol testing:
• Parsing/input validation errors in TLS/BLE

• Intelligent and autonomous systems
• Faults in autonomous driving functions

• Hardware Trojan Horse detection
• Detection of Combinational Trojans



Resilience of Complex 
Systems
Combinatorics beyond Experimental Design



Prevention and Reduction of Disaster Risk

Several Scientific Issues need 
to be addressed:

• Extreme weather events
• Impact of cascading 

effects by natural hazards
• Multi-hazard risk 

reduction

Existing Technology could and 
need to be further improved: 

• Risk assessment
• Simulation tools
• Precise prediction, 

forecast and early 
warning systems 

Science, Technology & Innovation (STI) Challenge:

An integrated disaster management system with monitoring,
warning and simulation, response plans is lacking



Billion-Dollar Weather and Climate Disasters

https://www.ncdc.noaa.gov/billions/

https://www.ncdc.noaa.gov/billions/


Crisis Scenarios in Disaster Research 

• Disaster relief strategies as “Disaster Under Test” (DUT)

Testing different sequences of events

• Scenarios can be modeled as sequences of events

Structure of a crisis - scenario

Building upon: Warren E Walker. The use of scenarios and gaming in crisis management planning and training, Volume 7897. Rand Santa Monica, CA, 1995.



Combinatorial structures for disaster scenarios

Example for a combinatorial structure from discrete mathematics: Sequence Covering Array

Let S be a non-empty set with 𝑆 = 𝑠 ∈ ℕ× and 𝑁, 𝑡 ∈ ℕ×

with 1 ≤ 𝑡 ≤ 𝑠.
A sequence covering array (SCA) of strength 𝑡, 
𝑆𝐶𝐴 𝑁, 𝑆, 𝑡  is

• an 𝑁 × 𝑠 matrix,

• with entries from the finite set 𝑆,

• such that every t-way permutation of symbols from 𝑆

occurs in at least one row (not necessarily adjacent),

• each row is a permutation of the s symbols.

Definition: Example:

SCA of strength 3 of a symbol set S = 𝐴, 𝐵, 𝐶, 𝐷  of cardinality 
four



Combinatorial Fire Simulation Research Prototype
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Scenario Generation by Permutation of Weather States



Analysis, Modelling & Simulation of Complex Systems (Bushfires)



Evaluation

• Speed of fire spread, 

• Total area affected, 

• Towns/Infrastructure affected

• CSIRO SPARK 

https://research.csiro.au/spark/ 

https://research.csiro.au/spark/


Integration of Combinatorial Design Scenarios into Policy Making

Policy Recommendation Excerpt



Conclusion & Future 
Outlook



Complex Systems

1. Critical Software / Cyber-physical Systems

2. Natural Hazards / Disasters

How are these connected?



Interaction Patterns can be modelled after Mathematical Structures:  
Can their Identification enhance the Resilience of  Complex Systems? 

• Cyber-physical Systems (Systems Under Test / Attack Paths)
• Software Systems Engineering: Software/System Failures ➔ Interaction Faults 

• Web Security: Injection Vulnerabilities ➔ Complex (t-way) Attack Vectors 

• Supply Chain Security: Hardware Trojans ➔ (Optimal) Covering Arrays

• Disaster Management (Natural / Technological Hazards)
• Compound and Cascading Effects of Hazards ➔ (Sequence) Covering Arrays



How to Construct Interaction Patterns (at Large) ☺?



Scientific Vision for Combinatorial Designs in Systems Science

The concept of interaction patterns in complex systems can lead to an integrated   

cyber security & resilience strategy, encompassing diverse simulations, rigorous 

testing and resilient response plans, implemented across participating stakeholders*.

(*) https://unctad.org/meeting/workshop-harnessing-science-technology-and-innovation-disaster-risk-reduction 

https://unctad.org/meeting/workshop-harnessing-science-technology-and-innovation-disaster-risk-reduction


Thank you very much for your 
attention!

Questions / Comments ?

dsimos@sba-research.org

mailto:dsimos@sba-research.org

	PYTHAG5
	Slide 1: Applications of Combinatorial Designs to Software Engineering, Cyber Security and Disaster Science
	Slide 2: Tribute to Design Theorists and some Background of the Talk
	Slide 3: Outline of the Talk

	Introduction
	Slide 4: Introduction
	Slide 5
	Slide 6:   Patterns appear in Every Instance of a Complex System   
	Slide 7: Motivation for Combinatorial Designs in Complex Systems 

	Critical Software
	Slide 8: Advancing Testing & Security of Critical Software
	Slide 9: Example: A Large System for Testing
	Slide 10: Example of a Mathematical Structure used in Testing
	Slide 11: How is this Knowledge Useful?
	Slide 12: Empirical Evidence: Fault Coverage vs. Interactions
	Slide 13: Combinatorial Testing (CT)
	Slide 14: Virtual Driving Function Testing Problem
	Slide 15
	Slide 16
	Slide 17: Why Rigorous Security Testing of Software and Systems?
	Slide 18: The Problem of Malicious Hardware Logic Detection
	Slide 19: Combinational Trojans
	Slide 20: Trojan Design the Latest Years
	Slide 21: Exciting (Triggering) Hardware Trojan Horses
	Slide 22: The Problem of Generating a Test Set
	Slide 23: Complexity Classification of Problems of CAs
	Slide 24:   How to Construct CAs: Greedy, Neural, Learning and Quantum Computing Algorithms  
	Slide 25: How to Construct CAs: Algebraic and SAT Methods
	Slide 26: How to Construct CAs: CPHF to CAs
	Slide 27: How to Classify (partially) CAs: Balanced Covering Arrays
	Slide 28: Optimized Test Sets for CAs for Trojan Detection
	Slide 29: Case Study for Exciting Hardware Trojan Horses
	Slide 30: Test Results for Detecting Hardware Trojan Horses
	Slide 31: Combinatorial Security Testing (CST) vulnerabilities found via interaction patterns

	Complex Systems
	Slide 32: Resilience of Complex Systems
	Slide 33: Prevention and Reduction of Disaster Risk
	Slide 34: Billion-Dollar Weather and Climate Disasters
	Slide 35: Crisis Scenarios in Disaster Research 
	Slide 36: Combinatorial structures for disaster scenarios
	Slide 37: Combinatorial Fire Simulation Research Prototype
	Slide 38: Scenario Generation by Permutation of Weather States 
	Slide 39
	Slide 40
	Slide 41: Integration of Combinatorial Design Scenarios into Policy Making

	Conclusion & Future Outlook
	Slide 42: Conclusion & Future Outlook
	Slide 43: Complex Systems
	Slide 44:   Interaction Patterns can be modelled after Mathematical Structures:   Can their Identification enhance the Resilience of  Complex Systems?  
	Slide 46: How to Construct Interaction Patterns (at Large) ?
	Slide 47: Scientific Vision for Combinatorial Designs in Systems Science
	Slide 48: Thank you very much for your attention!   Questions / Comments ?   dsimos@sba-research.org  


